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Please read and follow the instructions carefully.

What to Expect

Average Setup Time: 1 Hour
1. Pre-Requisites (10 — 90 minutes)
Activate ePrescribe (5 Minutes)
Setting up ePrescribe Users (15 Minutes)
Link Account (5 Minutes)
Identity Verification Check (30 Minutes)
EPCS Setup (20 Minutes)
a. Grant EPCS Access (5 Minutes)
b. Enable EPCS/Second Factor Approval (15)
7. Verify EPCS Registration was Successful (5 Minutes)
8. Instructions on how to write a Prescription

ounkAcwWN

Things You’ll Need

1. An ePrescribe Account that has already been Fully Setup

2. A Desktop/Laptop with Internet Explorer 11

3. Providers DEA License [CFR T21 §1306.03(a)(1)]

4. Providers Individual NPl (NOT the practice NPI) [CFR T21 §1306.03(a)(1)]

a. You can find the Providers individual NPl on this website:
https://nppes.cms.hhs.gov/NPPESRegistry/NPIRegistrySearch.do?subAction=reset&sear
chType=ind

5. State License [CFRT21 §1306.03(a)(1)]
Cell phone that can receive text messages (One Time Password Device) [CFRT21 §1311.115(3)]
7. A Non-Prescribing Staff Admin for Multiple Provider Practices [CFR T21 §1311.125(a)]

o

Pre-Requisites
1. Your ePrescribe account will need to be EPCS ON. You can check this by going to
ePrescribe.allscripts.com > Log in > in the upper right hand corner next to your name click #* >
scroll to bottom of page, under EPCS Settings you will see that EPCS Permission is set to ON.

2. Updates
a. Ensure that your version of Dentrix is 15.2.239.0 or higher
i. To Verify, Open Office Manager > Click Help > About Dentrix. The version must
be 15.2.239.0 or higher, if not please contact Dentrix 1.800.336.8749 to
schedule a time to upgrade to the appropriate version.
b. Verify that ePrescribe is up to date
i. Office Manager > Click Help > About Dentrix > Check for Updates > Only Select
ePrescribe Updates > Click Install. Once installed Close the updater.
ii. If you do not see an ePrescribe update then it is already installed

3. Enable Secure Passwords
a. Video Tutorials on how to Setup Secure Passwords
i. Step One: Enabling Passwords https://youtu.be/PZarJxfppWE
ii. Step Two: Changing them to Secure https://youtu.be/h189vn9f3CQ
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http://www.hipaajournal.com/upgrade-internet-explorer-to-remain-hipaa-compliant-8259/
http://www.deadiversion.usdoj.gov/21cfr/cfr/1306/1306_03.htm
http://www.deadiversion.usdoj.gov/21cfr/cfr/1306/1306_03.htm
https://nppes.cms.hhs.gov/NPPESRegistry/NPIRegistrySearch.do?subAction=reset&searchType=ind
https://nppes.cms.hhs.gov/NPPESRegistry/NPIRegistrySearch.do?subAction=reset&searchType=ind
http://www.deadiversion.usdoj.gov/21cfr/cfr/1306/1306_03.htm
http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#115
http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#125
https://youtu.be/PZarJxfppWE
https://youtu.be/h189vn9f3CQ

b. For assistance with enabling secure passwords please contact Dentrix at
1.800.336.8749.

4. Enter Practice Fax
a. Open Office Manager > Maintenance > Practice Setup > Practice Resource Setup. The
Practice Resource Setup dialog box will appear. Under Practice Information Click Edit >
Type in practice fax number.

Practice Resource Setup @
Practice Information Operatories
Dentrix Dental Practice 1 0P
727 E Utah Valley Drive, # 500 5 Op2 New
3 0P-3
american Fork, UT 84003 4 OP-4 JE—
(B01)763-3300 5 OP& Delete
Administrative Contact: DDS1 £ OPE
HIP&A, Dfficer: DDS2 i
Fizzal vear: January N
Bank #: Iﬂl
Provider|z]
ID | Mame | Statuz | Mew
D0os1 Smith, Denniz Primary
pDs2 Smith Junior, Denniz Primary —
DDS3 Cook, Maria Primary
EHDO Ewanz, Enca Primary Q
HYG1 Hapes, Sally Secondary
ORTH Qliverson, Decar Primary
FEDD Childs, Brenda Frimary
FERI Pearzon, Paula Frimary
SURG  Sorensen, Steve Primary Lizt
|nactive
Staff
1D | Mame | Status | VETN
MGR1 Taplor, Judy Staff
aFc1 Jones, Suzan Staff
Ligt
|nactive
Cloze

5. Provider Information
a. Office Manager > Maintenance > Practice Setup > Practice Resource Setup > Under
Provider(s) select Provider > Click Edit. Enter the following Provider information:

Email Address
DEA Number
DEA Schedule

iv. State ID Number
v. State License Expiration
vi. Providers Individual NPI

6. Admin Staff Information (In Multiple Provider Practices)
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a. Office Manager > Maintenance > Practice Setup > Practice Resource Setup > Under
Staff select desired individual for Staff Admin > Click Edit. Enter the following Staff
information:

i. Email Address

Activating ePrescribe
1. Office Manager > Maintenance > Practice Setup > Practice Resource Setup > Under Practice
Information click Edit > in the ePrescribe section click Setup. An ePrescribe Settings dialog box
will appear > Select Activate > Copy and Paste License Key from Welcome to ePrescribe email or
if you have not received a welcome email Request one via Chat > Click OK > Click | Agree in End
User License Agreement Dialog Box. > Click Close
a. http://hseprescribe.com/setup/ > Click to Chat

2. For assistance with the license key please reach out to support for help.
a. http://hseprescribe.com/setup/ > Click to Chat
b. Support Phone number 1.888.278.3685

Setting up eRx Users
1. Office Manager > Maintenance > Practice Setup > Practice Resource Setup > Edit > Administer
> Enable > Users > Click Add
2. Inthe User Details dialog box > Select Provider from the User List > Select the Administrator box
> Click Upload

NOTE: If you are a single provider practice do not add any users until after you have
completed the setup.

a. Add a Staff Administrator if more than one provider will be prescribing in office. Click
Add > Select Staff Administrator > Click Upload [CFR T21 §1311.125(a)]

b. If sections have a yellow warning icon the information is missing from the Practice
Resource. Review requirements under Number Four of the Pre-Requisites section.

r = B
S e = T = =)
-
User Details 10520
Practice: Dentrix ePrescribe Test DEA License: BJ612534
f
I
User: Foley, Mathieu - E| DEA Lic. Expiration:
i
|
i User Type: [Boctor i DEA Schedule: il m ™ v
I Administrator: ) State License: 8675309
Email: mathieu foley@henryschein.com State Lic. Expiration:
il Upload Status: Upload pending State Lic. State: ut
* Once a user has been uploaded, they will need to go through
a verification process before writing a prescription. Te begin NPIL: 1234567893
this pracess, log out of the software, then log back in with the
new user's credentials.
Upload ‘ Cancel |
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http://hseprescribe.com/setup/
http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#125

@ Administration - ePrescribe

A

Practice Details

Practice: Phone Number:

Address: Fax Number:

Upload Status: Time Zone:

Close

ePrescribe Website Disable | | Users

(et e ! —E

Users —
D Name Status Add |
Practice
License
Allowed Providers: In Use: Available:
Close

Link Accounts

1. Login to Office Manager as the provider > Electronic Rx Task Mode > Click Link Account >

Fill out Required information

2. Click Link Account
3. A window will open with your information Click Next

6|Page
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# Allscripts

Welcome to the Allscripts Security Account Activation Wizard!

Enroll Now Link Accounts
Please use this option to create a new Allscripts Security Account. Please use this option to use an existing Allscripts Security Account Login if you have one.
(Activation code /s required). {Activation code [s required).

Allscripts Security Account: Link to Existing Account

Please enter your Allscripts Security Account credentials to link to your existing account

* Security Account Name: * Password:

If you have forgotten your User Mame or Password, please log into the system you originally used to configure your
Allscripts Security Account to view user name andfor change password.

Mot a registered user? Enroll now
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Allscripts Security Account Confirmation

Your existing Allscripts Security Account has been successfully linked to this eRX System.
First Name:

Last Mame:

Email:

Security Account Name

et

Identity Verification Check (CFR T21 §1311.105)

1. Each provider will need to Office Manager as Provider Click the Electronic RX Task Mode Icon
X))

a.

If you cannot find the eRx Icon go to Office Manager > Maintenance > Practice Setup >
Practice Resource Setup > Edit > Administer > ePrescribe Website

‘Your name and address

* First Name I

* LastName [

* Home Address I

*City [
* State [ﬁ
*ZPCode [
* Year of Birth [—(WW)

* Email I

* Confirm Email |

*Last4 of SSN

DEA Number |

Do not enter spaces or dashes; enter Dﬂly lefters and numbers.
DEASchedule [~y My Cw [v

NP

[suBpT | | canceL |

i. Fill out required information
1. Name
2. Home Address

YaHENRY SCHEIN® BlpPage


http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#105

7.

o vk w

Year of Birth
Email

Last for of SSN
DEA Information
NPI Information

ii. Click Submit > Select Go to Next Step

2. Provider will verify the requested information & answer the five ID Proofing Questions > Click

Submit.

You will now be asked questions about your identity. Be aware that you will only have a few minutes to
answer the following questions,

It you do not answer the questions within the allocated time, you will nat be able to complete electronic

registration.

Please answerthese questions as quickly as possible to avold delays In your registration process

Cancel  Go to Next Step

a. If provider Passes the ID Proofing click Next

b. If provider do not pass the background they are required to submit a Notarized Manual
Registration to Allscripts for review. Notarized Forms can be sent via Fax or Email [CFR

T21 §1311.05]

i. Fax—1.919.800.6001

ii. Email — eprescribesupport@allscripts.com
iii. If you closed the page for the Manual Registration you can access it here:
https://erxnowregistration.allscripts.com/ManualForm.aspx

iv. Manual Registrations can take up to 5 business days to pass. If you do not
receive a confirmation email you can log into Dentrix as the provider and click

on the ePrescribe Icon. If it was approved you will be prompted to create an
account. If you need assistance you can contact us at 1.888.278.3685
3. Click I Agree to agree to the End User License Agreement

The provider is now set up to prescribe non-controlled substance prescriptions. If the
provider needs to send controlled substances please continue with the EPCS setup.

YZ2AHENRY SCHEIN®


http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_a.htm#5
http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_a.htm#5
mailto:eprescribesupport@allscripts.com
https://erxnowregistration.allscripts.com/ManualForm.aspx

Electronic Prescription of Controlled Substances Setup

In practices where there are multiple providers the DEA requires that each provider designate at least
two individuals aside from themselves to assist with the EPCS Setup. One of the individuals will be a Non
Prescribing Staff Admin, the other is a Provider who is also registered with the DEA. Please make sure all
providers have completed Account activation and NPI verification prior to continuing. [CFR T21

§1311.125(a)

If you are a single provider practice, you do not need other individuals to help you with the setup and will
perform the admin & provider steps listed below from the providers account.

Our ePrescribe Partner, Allscripts hosts webinars on how to setup EPCS every Monday 8am EST,
Wednesday 6pm EST, & Friday 1pm EST, until April 25" 2015.

Grant EPCS Access

1. Asthe Administrator, Open Office Manager > Electronic Rx Task Mode > Click Settings Tab

> Select Manage EPCS > Click the dropdown and choose Grant EPCS Privilege — View > Select
Provider(s) to grant EPCS Privileges so that they may begin their registration > Click Grant
EPCS Privilege > Click Back > Close out of Dentrix

Paula Manual Re;
& Allscripts Last Sign In : 10/06/2015 10:22 Al

JOhn Smith
Registration of Electronic Providers for EPCS
Back

Q5 Q K x

[Grant EPCS Privilege - View
Grant EPCS Privilege
- r EPCS EPCS EPCS EPCS
(Lo e (st EEAINEb LER e Suspended Privilege Granted Registration Status Signing Granted
[V Smith JOhn BP2317205 True False False Not Registered False

Enable EPCS/Second Factor Approval

1. Open Office Manager as the Administrator > Electronic Rx Task Mode > Click Settings Tab >
Select Edit Users > Click Edit next to the provider who will be the EPCS Approver > Scroll to the
bottom and click the EPCS Approver Checkbox > Click Save > Close Dentrix

2. Open Office Manager as the EPCS Approver Provider > On right hand side of screen click
Manage EPCS Approvals under Urgent Messages > Select Provider(s) that you want to Approve
EPCS for > Click Approve EPCS Signing Privilege Button > Review the Due Diligence Dialog, Check
all four (4) boxes > Enter Username and Password > Generate One Time Password (OTP) > Enter
into Token Field > Click Accept > Log Out

YAaHENRY SCHEIN® 10|Page


http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#125
http://www.deadiversion.usdoj.gov/21cfr/cfr/1311/subpart_c100.htm#125
http://image.exct.net/lib/ff041772776606/d/1/Login%20page%20doc.pdf
https://mdrx.webex.com/mw3000/mywebex/default.do?service=1&main_url=%2Fmc3000%2Fe.do%3Fsiteurl%3Dmdrx%26AT%3DMI%26EventID%3D402763952%26MTID%3Dmb22cf21e8fd15f02c0f8f52df7b7227c%26Host%3DQUhTSwAAAAICNoDlyr1b5XUbaPmwX144MafoQbcxnUXer3lT-EV3ArExS_eBz2u_vTvJpM0wmi-pQIy_r7pmxADIyG4Bk_-u0%26FrameSet%3D2&siteurl=mdrx&nomenu=true
https://mdrx.webex.com/mw3000/mywebex/default.do?service=1&main_url=%2Fmc3000%2Fe.do%3Fsiteurl%3Dmdrx%26AT%3DMI%26EventID%3D402764787%26MTID%3Dmf2abea1df62dd74a0564df342e371e86%26Host%3DQUhTSwAAAAIQf8FyXOuaXQ6JBkWDPw6CUZ64nrK9-huSBYWzH7iPJnQ0u9lZb5BtVixEp67JcSZA0TilypF2XmNbvdcJMz8w0%26FrameSet%3D2&siteurl=mdrx&nomenu=true
https://mdrx.webex.com/mw3000/mywebex/default.do?service=1&main_url=%2Fmc3000%2Fe.do%3Fsiteurl%3Dmdrx%26AT%3DMI%26EventID%3D402765872%26MTID%3Dmc32aea212ec7caf232641ccc39fa6eeb%26Host%3DQUhTSwAAAAJ4jYdq9zSCliaJ_tWZfUXAeoBTdmEJ_kM-OW32aPQocOfWKFftXTlIarUcBLqFUgLiIe4CTh9_QceJbI-X5RVT0%26FrameSet%3D2&siteurl=mdrx&nomenu=true

Allscripts Active allergies:

= =
Patient: [No Patient Selected] Weight: Gender, DOB: Patient ID:

Last Sign In : 10/06/2015 11:37 4

Paula Manual R¢

Active problems: JOhn Smith
Active medications: & 1 Q ; a*i i o i
Retail pharmacy: visaEr memige ity ek

Mail order pharmacy:

[Bwotters Kicawer | |ge

Patients Library

Last Nome: [N <ivst Nore: [N o5 patento: [N EEENN

0 Your profile has been successfully saved. Please logout and re-login for changes to take effect.

Review History | ‘ Select Dx » | ‘ Select Med »» | Document Visit
Patient ID Patient Name DOB Phone Number Street Address -

lo patients checked in

Reports Seltings

! Urgent Message

Manage EPCS rovals

Other Tools:

7 Allscript: ™
= ePrescribe™ Deluxe|

Help With This Screen (2]

Paula Manual Re
Allscripts Last Sign In : 10/06/2015 11:37 Al
JOhn Smith 4

9.0

Registration of Electronic Providers for EPCS

Back
| Approve Provider for EPCS Signing Permission - View
Approve EPCS Signing Privilege
o = EPCS EPCS EPCS EPCS
5] [t ERstiNane LERR i bel HERlE it Suspended Privilege Granted Registration Status Signing Granted
[l Smith JOhn BP2817205 True False True Passed False

—

EPCS Permission Due Diligence Dialog

Whean you assign EPCS permissions to others, you must confirm a number of items ara true.

| certify due diligence to ensure that the selected practitioners are eligible for EPCS as follows:

| Either State or Federal governmentidentification was used ta verify their identity.

Slate authorizations io practice and prescribe controlled substances are cumrent and in good
standing.
Either DEA registrations are cumment, ar exceptian has been granied from the requirement of
registration under & 1301.22

— [Ifthe practiioner is working at healthcare facilities operated by the Department of Veterans Afairs
as an employee or at a healthcare facility operated by the Depariment of Veterans Affairs ona
contractual basis, pursuant to 38 U.S.C. 8153, the practiicner has bean validated for the aligibility
1o do 50 under 38 U.S.C. 7401-T408

User Name || ¥
Password I %
Token Devics [ * || Request OTP |
One Time Password(OTF) I 3%

| Accept | Gancel

Verify EPCS Registration was Successful

1. From the Providers account Open Office Manager > Electronic Rx Task Mode > in the upper
right hand corner next to your name click #* > scroll to bottom of page, under EPCS Settings you
will see that EPCS Permission is set to ON.

You can now prescribe and sign Controlled Substance Prescriptions.

11|Page
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O staff

[ Credentials

Tile: | suffc |

NPl * [1528025228
Specialty 1: * IA”E‘TQY
Specially 2 [- Please pick a Specialty -

[<] <]

[ DEA License

¢HAdd Additional DEA License
DEA License Number Expiration Date ~ DEA Schedule : Il ] v Vv Default DEA
BP2817205 122212020 2 = Edit Delete

[%] State License

EHAdd Additional License

State License Number Expiration Date
GA 234234234234 12/22/2020 Edit Delste

L?g User Preferences

Default Fax Location Site: [Payla Manual Reg
Edit Rx Favorites

& EPCS Settings

EPCS Permissions: N @) [ EPCS Approver

EPCS Approver: Manage EPCS Approvals
EPCS 2nd Factor Forms:  Manage Second Factor Forms

Write a prescription within 24 hours to finalize your setup

1.

ukwn

N

10.

Login to Dentrix as the provider

Open the Patient Chart and select a patient.

Click the Prescriptions button in the toolbar.

Click Electronic RX and the eRx window will appear.

Click Select Med. Type the medication name, and then select search parameters (Patient
History, My History, All Meds).

Select the desired medication and strength combination.

Click Select Sig. You can write your own directions (write free text SIG), or you can select from
Preferred directions.

Enter the day’s supply, quantity, and number of refills.

Click Add and Review.

Click Select Pharmacy ensuring that CS is next to the pharmacy name, and then click Process
Script Pad.

To write a prescription for a controlled substance

ouesWNE

Select how you would like to receive the OTP.

Select CS Medications.

Enter your Shield password.

Press the button on the key fob token to generate the OTP.
Type OTP.

Click Sign and Send Electronically.

Congratulations! You have completed your setup of ePrescribe. You can find tutorials on the
right hand side of the ePrescribe screen if you would like to learn more features of the eRx

ZAHENRY SCHEIN®

product.
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Contact Information

If you require assistance, please contact the ePrescribe Team Support Hours are Monday — Friday 7-
330 PM MST.

e Chat: http://hseprescribe.com/setup/ > Click to Chat
e ePrescribe Support/Implementation: 1.888.278.3685
e Dentrix Support: 1.800.336.8749

e For instructions on Setting up eRx App Click here: http://hseprescribe.com/setup/ ePrescribe
App
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